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Mam obJectlve

* Create a reliable 6G services provisioning platform through the definition of a security
plane
e Built on a well-defined set of open and programmable security functions, delivered as enablers to

the 6G architecture, in a transparent and multi-domain/stakeholder environment, with the ability
to proactively proposing and assessing strategies to efficiently handling novel attacks and threats

e Main contributions:

* A set of enriched security functions — programmable security services to maximize security
guarantees (Security Plane)

* A smart “pre-assessment” ecosystem, including simulation, emulation (with network digital
twins) and real infrastructure, where security and privacy functions are analyzed prior to
production and deployment
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C O n C e p t Current security and privacy framework

Attack #1 ‘ Req #1 ‘ Solution #1
Attack #2 ‘ Req #2 ‘ Solution #2
Attack #N ‘ Req #N ‘ Solution #N

Open, modular, scalable,

MARE security and privacy plane .
adaptable, interoperable, smart

Connecting the dots
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Thematlc areas 6G attacks surface

TA1: Disaggregation with a “cloud- .
native” approach .

TA2: Intelligence at scale, Al adoption,
data analytics .

TA3: Heterogeneous resources,
extensive edge usage
TA4: Network openness & exposure APIs

TAS5: System convergence: Network of
Networks

Network critical attacks
Al/ML-aided threat protection, detection, and response for the

6G core network
Full Plane Threat Detection — Internal attacks over network

control critical elements
Man-in-the-middle attacks - Al and models
Data and intent tampering detection
Trustworthy operation of Al

Secure Network Digital Twin
DDoS attack from X-Edge

Secure exposure of network capabilities

Net of nets (attestations, support & share security in different
network infra/tech)
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- Summary - : expected outcomes

» Study, identify and categorize the threat landscape in the evolving 6G ecosystem

* Develop a set of enriched security functions — independent and modular blocks of
software offering specific security functionalities

* Create a smart “pre-assessment” environment, including simulation, emulation
and real infrastructure, where security related services and functions are analysed
and tested

 The MARE solution will be aligned with the architectural concepts for 6G, as
defined by European and international initiatives
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