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Project Details

Project Title: Smart, Automated, and Reliable Security Service Platform for 6G
Call: STREAM-B-01-04: Reliable Services and Smart Security

Start Date: 01.01.2024 , End Date: 30.06.2026, Duration: 30 Months

Project Number: 101139068

Total Budget: 4 201 741.25 EUR

EU Contribution: 3 999 956.50 EUR

Project Coordinator: Gunes Kesik

Technical Management Committee: Madhusanka Liyanage, Arsenia Chorti, Manuel Gil Perez
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Project Scope

data-driven, Al/ML based

Ma1ll

security solutions

the security and
robustness of distributed
intelligence

privacy enhancements,
and transparency by @
elaborating the

explainability in Al/ML.

green and sustainable Al
methodologies to optimize
the computation
requirements
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@ ROBUST-6G

zero-touch network and
service management (ZSM)

fully automated end-to-end
smart network and service
security management
framework

advanced Al/ML
methodologies for physical
layer

trustworthiness and
resilience of 6G Radio with
PLS



Project Objectives LRSS
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Objective 1: Analysis of anticipated 6G architecture and scenarios, identification, and characterization of the threat landscape in an Al-driven 6G Network based on
globally connected heterogeneous environments — Linked to WP2

Objective 2: To develop a holistic E2E 6G security architecture with inherent Al functionalities that will seamlessly integrate different functions in an heterogenous network
environment, enabling 6G scenarios with high security requirements. — Linked to WP2, WP3, WP4 and WP5

Objective 3: To develop methodologies for ensuring that Al-driven security functionalities are robust, sustainable (in terms of energy efficiency), explainable, effective (in
terms of performance) and preserving privacy in all aspects. — Linked to WP3

Objective 4: Automatic, zero-touch, security, and resource management for trusted and certified services among multiple stakeholders in distributed dynamic scenarios -
Linked to WP4

Objective 5: Al/ML-enabled smart techniques to detect and mitigate physical layer attacks on network and user devices and to propose novel physical layer security
schemes for demanding scenarios (low latency, low energy consumption, and low complexity), taking into account new radio technologies for 6G - Linked to WP5

Objective 6: Showcase and validate the ROBUST-6G innovations by means of Proof of Concept (PoC) demonstrations through the use case scenarios. — Linked to WP6

Objective 7: Carry out extensive dissemination, standardisation, and exploitation activities — Linked to WP7
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Work Package Structure

WP2: Use Cases, Requirements, System architecture and ROBUST-6G Dataspace

Use Cases, Use Cases, Feedback on
Requirements, High- Requirements, High- Features |
Level Architecture Level Architecture /
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WP5: Al/ML Enabled

Technical Coordination
Outcomes
Exploitation

Sustainable AI/MLfor 6G Management for secure Physical Layer Security
Security 6G systems
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Project Management and
Theoretical and Technical

KPIs/KVls, data

sets definition Components Evaluation

Feedback

WP7: Dissemination, Communication&

WP6: Integration, Implementations and PoCs
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Key Innovations
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Al/ML driven security
architecture for 6G
networks

Secure host-neutral data

infrastructure for security
orchestration

Data fabric architecture to
assure data governance
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Priority Queue/Conflict manager

Services A Services B Services N
ks
Unified Exposure Manager
Network 1
[ Security Administration Console ]
(Human-in-the-loop)
1
) Service
. Data Fabric ) Domain Service Interface  chel) |
Configuration Data Configuration Data Security
Actuator 1 Actuator 2 Actuator 3 = — Service Layer CL-A
Data o0
£
Governance 8
ﬁcom ﬁcom ﬁCDM > ——— é Network
. i Domain | Network Interface API |
< Monitoring Data Data Monitoring Data ‘i: Security {:)
[ API Robust Control and Provisioning Engine ] Management E Network Layer cL-B
ﬁ Module wp2 ©
oo
2
[ Security Orchestrator - Infra.
[T
,L,r E Domain | Cloud Platform CAFD |
Trustworthy and EE Security Far Edge / Edge / Central
a

il i i

Decision Decision Decision
Agent 1 Agent 2 Agent 3
Closed o Closed {_.‘1 Closed {:j

Loop - A Loop - B Loop-C

Zero-Touch Security Management Module wp4

DFL Services

Al Life-Cycle
Management

Sustainable Al-
driven Security
Functions
(Sustainable, Fair,

Robust, Private,
Explainable)

Distributed Al-driven Security Module wp3

Infrastructure Layer CL-C

RAN Equipment

Physical layer security
controls

e

Cilocal CL
Physical Layer Security Module wp5

| GlnesKesik | 2024-03-07 | Open | Page9 of 13

aj% ROBUST-6G

Privacy preserving FL
framework for fully
distributed scenarios

Distributed FL Intrusion

Detection System

Adversarial Scalable,
ML Sustainable
Al

Trustworthiness Evaluation
Framework

Fair and XAl for threat
detection and prediction

Privacy preservation
techniques for P2P
Collaborative FL Platforms
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Closed loop automation,
management and
coordination

Al/ML driven security
orchestration

Robust and agile resource

management
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Al/ML fingerprint-driven
detection of PHY attacks
for trustworthy 6G radio

Privacy and sensing
integrity and anomaly
detection for 6G PHY

fingerprinting

Enhancing trustworthiness

and resilience of 6G Radio
with PLS




ROBUST-6G Demonstrators
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Reputation analysis between
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Use case 1: Al Model Trustworthiness Evaluation in 6G Distributed Scenarios
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Use case 2: Automatic Threat Detection and Mitigation
in 6G-Enabled loT Environments
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AP| Gateway
s 5 (authentication, access control, rate limiting,
uppgmng validation, dynamic routing,..)
services
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Data Fabric

ROBUST-6G

Use case 3: Security Capability Exposure via NetSecaaS
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Cofounded b ROBUST - 6G project has received funding from the Smart Networks and Services
x the Euro eanyUnion Joint Undertaking (SNS JU) under the European Union’s Horizon Europe research
P and innovation programme under Grant Agreement No 101139068.



https://www.linkedin.com/company/robust-6g/?lipi=urn%3Ali%3Apage%3Ad_flagship3_search_srp_companies%3BE%2BmbrLlbSmSzC9aa30OrjA%3D%3D
https://twitter.com/Robust6G
https://www.youtube.com/channel/UC0l4N6kT85roOe58mRZp8qg
https://www.linkedin.com/company/robust-6g/?lipi=urn%3Ali%3Apage%3Ad_flagship3_search_srp_companies%3BE%2BmbrLlbSmSzC9aa30OrjA%3D%3D
https://twitter.com/Robust6G
https://www.youtube.com/channel/UC0l4N6kT85roOe58mRZp8qg

	Slide 1: ROBUST-6G  SNS JU Call-2 Projects Introduction Webinar
	Slide 2: Project Details
	Slide 3: Consortium
	Slide 4: Project Scope
	Slide 5: Project Objectives
	Slide 6: Work Package Structure 
	Slide 7: ROBUST-6G Architecture 
	Slide 8: Key Innovations 
	Slide 9: Key Innovations 
	Slide 10: Key Innovations 
	Slide 11: Key Innovations 
	Slide 12: ROBUST-6G Demonstrators 
	Slide 13

